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COCISD Technology Resources  
Acceptable/Responsible Use Policy for Employees 

 
 
Coldspring-Oakhurst CISD is pleased to offer employees access to District 
computers, District communication systems, the Internet, and a wide array of other 

technology resources to further its educational mission. The District will hold all 
employees responsible for their use of technology, whether District-provided or 

personal, and they are expected to act in an appropriate manner in accordance with 
campus procedures, District policy and procedures, and legal requirements. This 
applies to the use of all District technology resources by employees while on or near 

school property, in school vehicles, and at school-sponsored activities on-or off-
campus, as well as the use of all District technology resources via off-campus 

remote access.  
 

The District provides technology resources to employees to enhance their ability to 
accomplish their particular job duties. The District requires that employees 
demonstrate proper and professional behavior when using any District computer 

network, software, or websites sanctioned or used by the District, and any personal 
technology used in the workplace.  It is important that you read the District policy 

regarding responsible and acceptable behavior related to network/internet usage 
[CQ (legal) & CQ (local)] and ask questions if help is needed to understand them.  
 

Employees who seek to use websites, software, or other technology with students 
for instructional purposes must do so in accordance with this policy. Employees 

shall use their best professional judgment to ensure that any technology 
implemented for use with students meets the District’s standards of safety and 
system integrity, is age-appropriate, and is free from inappropriate content. Failure 

to exercise sound judgment in implementing technology in the classroom, such as 
using a website containing inappropriate content, will be seen as a violation of this 

policy for which the District holds the employee accountable, including potential 
disciplinary action. All videos streamed or shown in the classroom must be 
completely vetted prior to showing to students to be certain no inappropriate 

content or advertisements are viewable by students. 
 

COCISD uses a web filter to manage access to various locations that are generally 
considered offensive or inappropriate. However, even with a filter, there may still 
be sites accessible via the Internet that contain materials that are illegal, 

defamatory, inaccurate, or controversial. While the District will take reasonable 
steps to restrict access to such material, it is not possible to absolutely prevent 

such access. The expectations of the District are that all network users will comply 
with the expectations outlined below. 
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APPROPRIATE USES 
 

● COCISD Network/Internet/Email/Phone accounts are to be used primarily for 
educational and work related purposes. All personal use of the District's 

electronic communication system is subject to review by the District. There is 
no expectation of privacy of any files stored in the District's electronic system, 

browsing history or any personal communication transmitted through the 
District's system. Staff is requested to use a personal email account or cell 
phone for all other personal business purposes.  

● Remember that people who receive emails from you with a school address, or 
who read the information posted on a District website or personal social media 

account might perceive your message represents the district's or the school's 
point of view. Be cautious in posting and responding to parents and 
community members when online even on personal accounts. District social 

media expectations are outlined in the COCISD Social Media Guidelines 
and Procedures manual at cocisd.org > Staff > Employee Handbook. 

● Caution should always be taken in clicking links that could cause malware to 
be downloaded or disseminated throughout the district’s network or accounts 
causing potential harm to data as well as monetary loss. Use extreme caution 

when opening emails and responding to emails that can contain potentially 
dangerous and damaging phishing scams causing harm to yourself and/or the 

District and all stakeholders.  
 
 

INAPPROPRIATE USES: 
 

● Using the system for any illegal purpose 

● Accessing/using someone else's Internet/social media/email account(s) 
without permission 

● Downloading or using copyrighted information without permission from the 
copyright holder 

● Posting messages or accessing materials that are abusive, obscene, sexually-

oriented, threatening, harassing, damaging to another's reputation, or are 
illegal 

● Wasting school resources through improper use of the computer system, 
including, but not limited to: mass printing of personal documents, streaming 
audio (internet radio), downloading media files, video streaming, or games 

not directly related to instruction 
● Gaining unauthorized access to restricted information or resources 

● Use of District email/resources to: 
❖ distribute political advertising,  

❖ solicit personal businesses,  
❖ promote personal financial gain,  
❖ advertise personal interests 

● Sharing confidential data with unauthorized persons 
● Storing student PII (personally identifiable information) on a personal or 

school device. All student and staff information must be deleted/destroyed 
immediately after use. 

● Using any District technology resource to engage in any activity that violates 

any COCISD Board policy, the Educator’s Code of Ethics, campus rule, local, 
state and/or federal law.  
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You will be held responsible at all times for the proper use of your account, and the 

District may suspend or revoke your access if these rules are violated. Employees 
shall immediately report any violation of this policy to their supervisor. If any 

employee has any question about whether any activity may be a violation of this 
policy, they should consult with their supervisor.  
 
 

CONSEQUENCES FOR INAPPROPRIATE USE 

● Suspension of access to the system 
● Revocation of computer system access; or 
● Other disciplinary or legal action, in accordance with District policies and 

applicable laws  
 

 
DISTRICT TECHNOLOGY EQUIPMENT 
All district-owned technology equipment is to be kept in good working order at all 

times and should be handled with respect and care. Equipment issued to you should 
not be left unattended, and should be kept in your possession. When not in use, 

issued equipment should be properly secured to prevent theft. Care should be 
taken when transporting equipment by properly storing devices in their case or 
protective bag. Inappropriate treatment of technology equipment is unacceptable 

and can result in revocation and/or disciplinary action. 
 

 

PERSONAL DEVICES 
Coldspring-Oakhurst CISD is not responsible for any personal devices used at 

school. Personal devices include, but are not limited to, laptops, tablets, phones, 
Bluetooth devices, or other devices that support wired or wireless connectivity. 
Staff is solely responsible for their personal devices including any equipment that is 

lost, damaged, or stolen. District Internet resources/school email accounts may not 
be used for personal or financial gain on personal or school devices. Personal 

printers may not be used on the district wired or wireless network. District 
technology staff does not have permission to troubleshoot or repair students or 
staff personal devices or printers while at work. Personal devices are not to be 

connected to the District’s wired network. Wireless connectivity of personal devices 
should be limited to the Guest network.  
 

 

PUBLIC ACCESS 

Access to the District’s technology resources, including the Internet and means of 
communication, is made available to members of the public, in accordance with 
administrative policies. Such use may be permitted so long as the use: 

 Imposes no measurable cost to the district 
 Does not unduly burden the district’s computer or network resources 

 Has no adverse effect on use of the system by employees or students 
 

 

COMMUNICATION 
All staff members are expected to comply with Senate Bill 944:  
 

SENATE BILL 944 makes government employees (school staff) TEMPORARY 
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CUSTODIANS OF PUBLIC INFORMATION Effective date: September 1, 2019. 
Temporary Custodians: This bill adds a new definition in the Public Information Act 

(PIA) for a temporary custodian to mean a former or current employee or officer of 
a governmental body who, in the transaction of official business, creates or receives 

public information that has not been provided to the governmental body’s public 
information officer (PIO). In a school district, the superintendent is the PIO. 
Information held by a temporary custodian is subject to records preservation, 

retention, and disposition requirements under Texas Government Code. A 
temporary custodian must surrender or return information in his or her possession 

within 10 days of a request from the PIO or PIO’s agent. Failure to comply is 
grounds for disciplinary action if employed by the governmental body, and subject 
to any applicable penalties under the PIA or other law. Information on Personal 

Devices: This bill provides that a current or former employee or officer of a 
governmental body has no personal or property right to public information 

created or received while acting in an official capacity. The bill requires all 
current and former officers and employees of a governmental body who 
maintain public information on a privately owned device to either: (1) 

forward or transfer the public information to the governmental body or the 
body’s server to be preserved for the legally requisite retention periods; or 

(2) preserve the information in its original form in a backup or archive on 
the privately-owned device for the legally requisite retention periods. 

 
COCISD will utilize District-provided accounts to store all correspondence and 
communication related to school business between students and staff, parents and 

staff, and work-related communication between staff members. These accounts 
include the District Remind application, District-provided email accounts, and other 

District applications such as Google Classroom.   
 
Staff members should never text students from their personal cell phones, or 

instant message/direct message students on any social media, messaging app or 
account. All communication needs to take place via Remind, school email, or other 

District-provided academic applications such as Google Classroom. No 
communication that could be considered PIA information should be 
deleted.  

 
 

LIMITATION OF LIABILITY 
The District makes no warranties of any kind, whether express or implied, for the 
technology resources it provides to employees. COCISD is not responsible for any 

damages that an employee may sustain, including those arising from non-delivery 
of information, erroneous delivery of information, service interruptions, 

unauthorized use by an employee, loss of data, and any potential exposure to 
inappropriate material front the Internet. Use of any information obtained through 
the Internet is at the employee’s own risk, as the District makes no representation, 

and denies responsibility for the accuracy or quality of the information. In exchange 
for being allowed to use District technology resources, employees hereby agree to 

indemnify and hold harmless COCISD, it’s trustees, other employees, and 
representatives from any and all claims for damages that arise from their own 
intentional or neglectful misuse of the District’s technology resources.  
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PLEASE SIGN AND RETURN THIS PAGE TO CAMPUS/DEPARTMENT SECRETARY 

 
I have read this policy and understand the conditions for use of the network, Internet, 

devices, software, and other digital resources provided by the Coldspring-Oakhurst CISD.  

By my signature below, I agree to abide by their provisions. In consideration for the 

privilege of using the district’s technology resources, I hereby release the District, it’s 

operators, and any institutions with which they are affiliated from any and all claims of 

damages of any nature arising from my use of, or inability to use, these resources, 

including, without limitation, the type of damages identified in the District’s policies and 

administrative regulations.  

This policy is perpetual and remains in effect indefinitely. 

 

Staff Members Name  

Staff Members Signature  

Address  

City, State, ZIP  

Phone Number  

Campus Location or 
Department 

 

 
Today’s Date 

 

 


